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International Covenant on Civil
and Political Rights [ICCPR] 1964

) International Covenant on Economic,
Universal Social and Cultural Rights [ICESCR) 19464

Declaration . . o
International Convention on the Elimination

of Human of ALl Forms of Racial Discrimination (ICERD) 1945

Rights

Convention on the Elimination of All Forms
of Discrimination Against Women [CEDAW] 1579

Convention on the Rights of Persons
with Disabilities [CRPD] 2004




International Covenant on Civi
s [ICCPRI & Protect [states)

Uni L International Covenant on Economic
niversa cial and Cultural Rights [ICESCR] 1% UN Guiding Principles on Business

Declaration and Human Right 11

International Convention on the Elimination

of Human of All Forms of Racial Discrimination (ICERD) 1965 UN Global Compact (2000) S
Rights WEmedy

ention on the Elimination of All Forms
scrimination Against Women [CEDAW] 1979

Convention on the Rights of Persons







WSIS > Tunis Agenda

42. We reaffirm our commitment to the freedom
to seek, receive, impart and use information, in
particular, for the creation, accumulation and
dissemination of knowledge. We affirm that
measures undertaken to ensure Internet stability
and security, to fight cybercrime and to counter
spam, must protect and respect the provisions for
privacy and freedom of expression as contained in
the relevant parts of the Universal Declaration

of Human Rights and the Geneva Declaration
of Principle



UN Human Rights Council 2012

1. Affirms that the same rights that
people have offline must also be
protected online, in particular freedom
of expression, which is applicable
regardless of frontiers and through any
media of one's choice, In accordance with
articles 19 of the Universal Declaration of
Human Rights and the International
Covenant on Civil and Political Rights:



UN General Assembly 2013

4. Calls upon all States:

(a) To respect and protect the right to privacy,
including In the context of

digital communication;
(b) To take measures

(c) To review their procedures, practices and
legislation

5. Estbalish Special Rapporteur Privacy






NETmundial

Human rights are universal as reflected in the
Universal Declaration of Human Rights and that
should underpin Internet governance principles.

Rights that people have offline must also be
protected online, iIn accordance with
international human rights legal obligations,
including the /nternational Covenants on Civil
and Political Rights and Economic, Social and
Cultural Rights, and the Convention on the
Rights of Persons with Disabilities.



UN Special Rapporteur Fo

2015 report:

Governments should promote the use of strong
encryption and protect anonymous expression online

20106 report:
Intermediary liability

Private entities should ensure the greatest possible
transparency in their policies, standards and actions
that implicate the freedom of expression and other
fundamental rights.

Private entities should also Integrate commitments to
freedom of expression into internal policymaking,
product engineering, business development, staff
training and other relevant internal processes.



Lawrence Lessig
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THE THREE LAYERS OF DIGITAL GOVERNANCE

No one person, government, organization, or company governs the digital space. Digital Governance may be stratified into the three layers
depicted here: Infrastructure, Logical, Economic and Societal. Solutions toissues in each layer include policies, best practices, standards,

specifications, and tools developed by the collaborations of stakeholders and experts from actors in business, government, academia,

technical, and civil society. For amap of Digital Governance Issues and Solutions across all three layers, visit / ap.netmundial.org.
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THE LOGICAL LAYER OF DIGITAL GOVERNANCE TECHNICAL OPERATIONS

. . . The technical operating community is made up of multiple independent actors bound
Layered on top of the Physical Infrastructure’s thousands of networks and satellites, the Internet’s Logical Layeris what delivers One Internet by common principles and mutual commitments that ensure the security and stability

for the world through Unigue Identifiers (Names, Numbers, and Protocol Parameters). ICANN coordinates the administration of this layerin of the Intemet Infrastructure. Each actor's community develops policies and standards
partnership with other technical communities to ensure the security, stability, resiliency, and integrity of this critical layer. in an open, inclusive, and consensus-based approach
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THE ECONOMIC AND SOCIETAL LAYER OF DIGITAL GOVERNANCE

No one institution is able to design, develop, and implement solutions for the many Economic and Societal issues. Solutions to these issues require distributed,
innovative, and collaborative issue-specific networks, coalescing organizations, experts, and stakeholders from governments, international organizations, the private
sector, the technical community, and civil society. Solutions include policies, standards, specifications, best practices, and tools.
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"Where's www.wikipedia.org?"

o “Try 204.74.112.1"

o ny 207.142.131.234
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registrant

end customer who

registers domain names . *e
[ ]

resellers

register on behalf of registrants but
have no contractual relationship
with ICANN, e.g. web hosting companies

registry operators

keep an authoritative master
database ("registry”) of all
domain names registered for
each top-level domain

registrars

ICANN accredited organizations
that process the registration
of domain names

ICANN

non-profit corporation for domain
name system management

domain registry process




Voting Seats

Nominating Committee

Per ICANN Bylaws,
Article VI, Section 2

ASO

Regional Internet Registries
(AfriNIC, APNIC, ARIN,
LACNIC, RIPE NCC)

ccNSO

ccTLD registries
(.us, .uk, .au, .be, .nl, etc.)

Non-Voting Seats

Board of Directors

GNSO . .
Internet Engineering

gTLD registries Task Force (IETF)
gTLD registrars

IP interests

ISPs

Businesses
Non-commercial interests
Not-for-Profit Operational
Concerns

Security and Stability
Advisory Committee
(SSAC)

Root Server System
Advisory Committee
At-Large (RSSAC)
Per ICANN Bylaws:

At-large Advisory Committee,
in conjunction with RALOs

(ALAC) Governmental Advisory

Committee (GAC)

President and CEO

ICANN staff
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Phase 2 Phase 3

NTIA Review Transfer of
& Evaluation Stewardship

Multistakeholder Community
Delivers 4-5 Months
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Final Sign Off

CCWG-

Accountability o
Proposal NTIA Review Process  Congressional Finalize
Review Implementation

60-90 days

ICG Proposal and CCWG-Accountability WS1 Operationalization

Bylaw Changes Drafted / Bylaw Changes Adopted

Accountability WS2 Proposal Process

"L-days:
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Why?

"ICANN is bound to operate “for the benefit of the internet
community as a whole, carrying out its activities in
conformity with relevant principles of international law and
applicable international conventions and local law”

- Article 4 of ICANN's Articles of Incorporation

ICANN's policies and operations have
the potential to impact human rights



dman Rights Bylaw

Subject to the limitations set forth in Section 27.2,
within the scope of its Mission and other Core
Values, respecting internationallyrecognized
human rights as required by applicable law. This
Core Value does not create, and shall not be
interpreted to create, any obligation on ICANN
outside i1ts Mission, or beyond obligations found In
applicable law. This Core Value does not obligate
ICANN to enforce its human rights obligations, or
the human rights obligations of other parties,
agalnst other parties.



a) The Core Value set forth in Section 1.2(b)(viil) shall have no
force or effect

unless and until a framework of interpretation for human rights
("FOI-HR™) Is (I) approved for submission to the Board by the
CCWG-Accountability as a consensus recommendation in Work
Stream 2, with the CCWG Chartering Organizations having the
role described in the CCWG-Accountability Charter, and (iI)
approved by the Board, in each case, using the same process
andcriteria as for Work Stream 1 Recommendations.

(b) No person or entity shall be entitled to invoke the
reconsideration process provided in Section 4.2, or the
Independent review process provided in Section 4.3, based
solely on the inclusion of the Core Value set forth in Section
1.2(b)(viin) (1) until after the FOI-HR contemplated by Section
27.2(a)is in place or (i) for actions of ICANN or the Board that
occurred prior to the effectiveness of the FOI-HR.
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WORKSTREAM 1 E
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TRANSITION
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ICANN

HUMAN RIGHTS PRINCIPLES

INHERENT: human rights derive from the humanity
of each person.

INTERDEPENDENT AND INTERRELATED:
the enjoyment and fulfilment of any right depends
on the enjoyment and ful filment of other rights.

observance of human rights. In this regard, they have
to comply with the legal norms and standards
enshrined in international human rights instruments.

Treaties

Guidelines

EQUALITY AND NON-DISCRIMINATION:
all individuals are equal as human beings and by
virtue of the inherent dignity of each human person.

PARTICIPATION AND INCLUSION: all people have
the right to participate in and access infermation

International Covenant on Civil
UNIVERSAL: all human beings have the same and Political Rights [ICCPR) 1944

human rights.

INALIENABLE: human rights cannot be given up.

Protect [states

onal Covenant on Economic,
d Cultural Rights [ICESCR) 1966

POLICIES AND

Universal

: UN Buiding Principles on Business Respect
Declaration N " "

International Convention an the Elimination and Human Rights (2011 [mon state actors

HUMAN RIGHTS

INDIVISIBLE: there are no conflicts between rights
and no priorities among rights. There will be
situations or occasions where rights must be

relating to the decision-making processes that
affect their lives and well-being.

ACCOUNTABILITY AND RULE OF LAW. States and

of Human
Rights

Convention on the Elimi

of All Forms of Racial Discrimination ICERD) 1965

UN Global Compact [2000]

Remedy

balanced and prudent decisions taken about how
all rights can best be protected and promoted. other duty-bearers are answerable for the

of Discrimination Again

Convention on the Rights of Persons
with Disabilities [CRPD) 2006

ICANN

The Internet Corporation for Assigned Names and
Numbers coorinates the policy making and distribution
of domain names and IP numbers. It therefore is often
dubbed as the ‘telephone book of the Internet’.

THEME ICANN POLICY OR PROCESS
— 4 Defined conditions of non-disclosure

2014 Registrar Accreditation Agreement
2013 Registrar Accreditation Agreement WHOIS accuracy specification requirement

Thick WHOIS implementation review team

RIGHTS INVOLVED

RIGHT
TO PRIVACY

O

RIGHT TO
FREEDOM
OF ASSOCIATION

PN

N ~—————————#% Data escrow provider financial support

ICANN GLOSSARY
DANE: DNS-based Authentication of Named Entities

DCND: Defined conditions of nondisclosure

DIDP: Documentary Information Disclosure Policy

DNSSEC: Domain Name System Security Extensions Next generation gTLD registration directory service
GAC: Governmental Advisory Committee

RDAP changes and privacy

GNSO: Generic Names Supporting Organization
Applicant guidebook <> Community based TLD

gTLD: Generic top-level domain

IDNs: Internationalized Domain Names Application fees

160s: Inter-Governmental Organisations . P . .
ECONOMIC, SOCIAL Registrar accreditation process & insurance requirements
AND CULTURAL

RIGHTS

INGOs: International Non-Governmental Organizations

IRP: Independent Review Panel GNSO new gTLD auctions proceeds drafting team

PDP: Policy Development Process
4 i Coordination and distribution of IP addresses

IP addresses —
RDAP: Registration data access protocol —
RPMs: Rights Protection Mechanism [as related /
to Intellectual Property Rights) — Free and fair use of domain names The right to use all words and names in domain names
RIGHT TO — New gTLD subsequent procedures WG
FREEDOM OF —

WHOIS: an Internet service that provides information
about a domain name or IP address
Content-based gTLD String Evaluations

<> Sensitive strings

Applicant guidebook —<> Community based TLD

Scoping the relation
between ICANN
and Human Rights

EXPRESSION

c - Internationalized Domain Names Implementation of Internationalized Domain Names

Review of protection IGO/NGO names inall gTLDs

Review of curative rights protections in IGO/INGOs in gTLDs

D — Rights Protection Mechanisms =

New gTLDs subsequent round WG
PDP to review RPMs in all gTLDs

Implementation of DNSSEC

—<

PARTICIPATION,
INCLUSION, EQUALITY AND
NON-DISCRIMINATION

\ —0

Implementation of DANE

/
/
\ QiGHT
N ~ TO SECURITY
\ §

\

Protection of rights to fair and equal treatment Awareness of Ombudsman office for complaint

_— PDP procedure
— GAC early warning
— Reconsideration Request

——————& GNSO PDP improvements discussion group

DUE PROCESS
~—_

S Effect of failure and the use of the Ombudsman

— All Dispute Resolution processes within ICANN Need to ensure thal p.art'es know about
Ombudsman for unfair process

. IRP Process

This is a preliminary
scoping, pending a full
Human Rights Impact
Assessment

S Documentary Information Disclosure Policy % Documentary Information Disclosure Policy requests

This illustration has been produced by the Cross
Community Working Party on ICANNs Corporate
and Social Responsibility to Respect Human Rights




Different Proccesses Ongoing

GAC WG Human Rights and International
Law - Government Working Group

CCWG on Accountability WS2 - Human
Rights Subgroup - Cross Community Design
Team for Framework of Interpretation

CCWP-HR - Informal discussion and
research group on human rights



Key elements of the Corporate
Responsiblity to Respect

Policy
commitment

Embedding
respect

Communicating
performance

Tracking Assessing
performance impacts

Integrating and acting
on potential impacts

Remeding actual
impacts

Operational-level
grievance mechanism

Source: ICT Sector Guide




* (Create a human rights review process

Review existing policy development
process itself for human rights impacts
and consider areas of improvement
Apply the human rights review process
on a pilot bsis for ICANN's policy

development process

Taking into account the results of
the pilot, formaise the human rights
review process for ICANN's policy
devlopment process

With this input, conside a human
rights policy statement in the context
of policy development process

Consider carrying out an organisational
level human rights impact assessmen
for the entire ICANN operations, in
collaboration with external experts
Consider an organisation-wide human
rights policy statement, integrating
the human rights policy for policy
development process

* Consider a CSP strategy
* Consider a CSR reporting




Never a dull moment
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ICANN

POLICIES AND
HUMAN RIGHTS

HUMAN RIGHTS PRINCIPLES

INHERENT: human rights derive from the humanity
of each person.

UNIVERSAL: all human beings have the same
human rights.

INALIENABLE: human rights cannot be given up.

INDIVISIBLE: there are no conflicts between rights
and no priorities among rights. There will be
situations or occasions where rights must be
balanced and prudent decisions taken about how
all rights can best be protected and promoted.

INTERDEPENDENT AND INTERRELATED:

the enjoyment and fulfilment of any right depends
on the enjoyment and fulfilment of other rights.
EQUALITY AND NON-DISCRIMINATION:

all individuals are equal as human beings and by
virtue of the inherent dignity of each human person.
PARTICIPATION AND INCLUSION: all people have
the right to participate in and access information
relating to the decision-making processes that
affect their lives and well-being.

ACCOUNTABILITY AND RULE OF LAW: States and
other duty-bearers are answerable for the

ICANN

The Internet Corporation for Assigned Names and
Numbers coorinates the poelicy making and distribution
of domain names and IP numbers. It therefore is often

dubbed as the ‘telephone book of the Internet’.

ICANN GLOSSARY

DANE: DN5-based Authentication of Named Entities
DCND: Defined conditions of nondisclosure

DIDP: Documentary Information Disclosure Policy
DNSSEC: Domain Name System Security Extensions
GAC: Governmental Advisory Committee

GNSO: Generic Names Supporting Organization
gTLD: Generic top-level domain

IDNs: Internationalized Domain Names

160s: Inter-Governmental Organisations

INGOs: International Non-Governmental Organizations
IRP: Independent Review Panel

PDP: Policy Development Process
RDAP: Registration data access protocol

RPMs: Rights Protection Mechanism (as related
to Intellectual Property Rights)

WHOIS: an Internet service that provides information
about a domain name or IP address

Scoping the relation

7z

RIGHTS INVOLVED

RIGHT
TO PRIVACY

RIGHT TO
FREEDOM
OF ASSOCIATION

_—

observance of human rights. In this regard, they have
to comply with the legal norms and standards
enshrined in international human rights instruments.

International Covenant on Civil
and Political Rights [ICCPR) 1966

International Covenant on Economic,

Universal
Declaration
of Human
Rights

International Conv
of All Forms of Racial

Social and Cultural Rights [ICESCR] 1966

tion on the Elimination
Discrimination [ICERD) 1965

Convention on the Elimination of All Forms

of Discrimination Against Women [CEDAW) 1979

Convention on the Rights of Persons
with Disabilities [CRPD) 200¢

THEME

e [)ocumentary Information Disclosure Policy 4

2014 Registrar Accreditation Agreement
2013 Registrar Accreditation Agreement

0

ECONOMIC, SOCIAL
AND CULTURAL
/ RIGHTS

—

RIGHT TO
FREEDOM OF
EXPRESSION

IP addresses

between ICANN
and Human Rights

This illustration has been produced by the Cross
Community Working Party on ICANNs Corporate
and Social Responsibility to Respect Human Rights
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TO SECURITY
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\ PARTICIPATION,
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\ DUE PROCESS

\ NON-DISCRIMINATION

P N

e Rights Protection Mechanisms

- Free and fair use of domain names

New gTLD subsequent procedures WG —

lew gTLD subsequent procedures WG

e
-

—
—e

R

e

— Internationalized Domain Names

s Protection of rights to fair and equal treatment

PDP procedure

— Reconsideration Request
IRP Process

I GAC early warning

s Documentary Information Disclosure Policy

— All Dispute Resolution processes within ICANN

+

Guidelines

Protect [states|

Respect
[nen state actors;

UN Guiding Principles on Business
and Human Rights (2011

UN Global Compact (2000) Remedy

ICANN POLICY OR PROCESS

Defined conditions of non-disclosure

Data escrow provider financial support

WHOIS accuracy specification requirement

Thick WHOIS implementation review team

Next generation gTLD registration directory service

RDAP changes and privacy

Applicant guidebook ———————> Community based TLD
Application fees

Registrar accreditation process & insurance requirements
GNSO new gTLD auctions proceeds drafting team

Coordination and distribution of IP addresses

The right to use all words and names in domain names

Content-based gTLD String Evaluations
—<> Sensitive strings
——<> Community based TLD

Applicant guidebook —

Implementation of Internationalized Domain Names
Review of protection IGO/NGO names in all gTLDs

Review of curative rights protections in IGO/INGOs in gTLDs
New gTLDs subsequent round WG

PDP to review RPMs in all gTLDs

Implementation of DNSSEC

Implementation of DANE

Awareness of Ombudsman office for complaint

GNSO PDP improvements discussion group

Effect of failure and the use of the Ombudsman

Need to ensure that parties know about
Ombudsman for unfair process

This is a preliminary
scoping, pending a full
Human Rights Impact
Assessment

Documentary Information Disclosure Policy requests




Join or follow the work

ICANN
Mailinglist:
Website:

Github


https://mm.icann.org/mailman/listinfo/cc-humanrights
http://www.icannhumanrights.net/
https://github.com/nllz/IRTF-HRPC

References

ICANN Diagrams are produced by I[CANN

Soclal graphs and discourse analysis created by Niels
ten Oever using


http://www.icann.org/
https://github.com/nllz/bigbang

if write code(protocols):
consider human rights implications
elif run internet infrastructure:
respect human rights
elif engage in internet governance:
build in human rights protections
else
carry on and use FLOSS

rticle19.org
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