Next Generation Whois services

Quick Summary of Interim Report of 

Expert Working Group on gTLD Directory Services
(Their Executive Summary also attached to this email)
The proposal of the Expert Working Group on gTLD Directory Services (e.g., next generation Whois services)  is that ICANN would contract with an international third-party provider to develop and operate a single Centralized Database – going by the name “Aggregated RDS” or the acronym “ARDS.”

It would be a single place to go to get all Whois/directory data of all gTLDs. That’s one stop shopping across all gTLDs – a new opportunity to search far beyond on registry or registrar to all registries and registrars in the gTLD system.  That’s a scale of search never before done.

The Centralized Database is a fortress that could protect and guard privacy, as well as provided limited and gated access to Registrant database.

1. What we don’t know right now is what data would be provided to the Centralized Database. We can certainly hope for “minimal data,” or less than name, address, phone and email, but who makes the decision?  Who provides the assurances?  What’s the default if the community cannot agree? 

2. Further, the purposes the Expert Working Group appears to be embracing are very, very broad, and go far beyond the “technical purposes” for which the Whois data was originally created. The reasons appear to reach to every possible non-illegal use of personal data. 
“
	[From the EWG Executive Summary] 

“The EWG recommends that permissible purposes include the following: 
• Domain Name Control 


	•  Regulatory/Contract Enforcement 



	• Domain Name Research 


	• Domain Name Purchase/Sale 



	• Personal Data Protection 


	• Individual Internet Use 



	• Legal Actions 


	• Abuse Mitigation 



	• Technical Issue Resolution 


	• Internet Services Provision 




3) There are several good features, but I still have questions:

a) less data would need to published publicly in the directory (although there would still be a directory and it would still contain information on every gTLD Registrant)

b) Users seeking access to Additional Registrant Data would have to be authenticate themselves, and that’s a good thing. But what would they have to show – and how deep would the showing have to go?  The implication is that once someone is “credentialed” they have proven their existence and can enter search requests again and again. What limits attorneys, for example, from accessing home phones, emails and addresses of home-based businesses seeking to harass them for domain names, even if not reasonable case of trademark infringement can be made (and no UDRP has been brought and won)? 
c) Similarly for each category of purpose, what stops the many attorneys, individuals and even law enforcement who use Registrant data for “fishing” (research without a legal case), harassment and intimidation? 
1) If the Centralized Database is located in a country with data protection laws, what advantages does that provide?  What loses does it provide? (Quick note that privacy protections tend to protect individuals in data protection countries, but also organizational and corporate speakers in Free Speech countries). 
Disadvantages (taken directly from Expert WG Executive Summary):

“• Creation of a “Big Data” source of highly valuable data with potential for misuse if not properly audited and maintained 

• Increased risk of insider abuse and external attack, requiring greater attention to security policy implementation, enforcement and auditing 

• Registries/Registrars no longer control delivery of registration data”
Additional disadvantage;

Won’t Registrant data now be available from 3 locations rather than 1 or 2: the Registrar, the Registry and now the Centralized Database? 
Let me share the Advantages the EWG has published in its report:

“This model received EWG members’ consensus agreement because of its numerous advantages: 

• Scale handled by a single point of contact 

• Potential improvements in transport and delivery 

• “One stop shop” for requestors of Registration Data 

• Greater accountability for Registration Data validation and access (anti-abuse) 

• Ability to track/audit/penalize requestors in the same way over multiple TLDs (anti-abuse) 

• May reduce some costs currently borne by Registrars and Registries to provide data access 

• Normalization or filtering of the data could be provided 

• Reduces bandwidth requirements for Registries and Registrars 

• Facilitates standardization of approaches to satisfy local data privacy concerns”
And the EWG’s “Next Steps”
“Notwithstanding the progress reflected in these recommendations, the EWG has not completed its deliberations. The group seeks public input on these draft recommendations and will continue refining its recommendations as it carefully considers comments received online, at the ICANN Durban Meeting, and through other public consultation. 

In addition, several key issues remain to be fully explored, such as: 

• Mapping mandatory/optional data elements to each purpose 

• Identifying areas requiring risk and impact analysis 

• Considering costs and impacts and ways in which they might be borne 

• Examining multi-modal access methods and how they could be enabled by existing or future registration data access protocols. 
Following public consultation on this Initial Report, the EWG will publish and deliver a Final Report to ICANN’s CEO and Board to serve as a foundation for new gTLD policy and contractual negotiations, as appropriate. As specified by the Board, an issues report based on the Final Report will form the basis of a Board-initiated, tightly focused GNSO policy development process (PDP).”
That’s about it – thanks for reading and thank you for any help you can offer in exploring and asking questions about this material.  

