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1. Introduction

The Internet is a public, global system of interconnected commercial, academic, household and government network. Unlike most communications media, Internet technology is based on global, open and nonproprietary standards. The mixture of open standards, diverse networks and the growing ubiquity of digital devices has transformed the internet into a revolutionary force that undermines traditional media such as newspapers, broadcasting and telephone systems and challenges existing regulatory institutions based on national boundaries.

Internet policy affects a wide range of social issues. It affects who gets to participate in the online economy. It affects intellectual property- witness the attempts to control and regulate Internet-based communication in order to protect copyrights and trademark. It determines who gets access to the key technical resources, such as domain names and IP address, that make Internet service possible. As a target of government surveillance, it affects privacy and civil liberties. It affects freedom of expression, forcing the worlds diverse polices to be harmonized. It provokes devotes over the global balance of power, as the US government holds unilateral control of internet resources through ‘Internet Corporation for Assigned Names and Number- ICANN’, against the will of users and governments in Europe, Asia, Latin America and Africa.

The creation of ICANN in November 1998 has given the debate on Internet governance a new focus, regarding the dominance of USA as a country at its administrator. 
According to consultations pertaining to Internet Governance Forum (IGF), Internet governance issues were classified into five key public policy areas, namely: (a) critical Internet resources; (b) access; (c) diversity; (d) openness; and (e) security.

So far, the contributions by developing countries in the debates pertaining to Internet governance issues, including the ICANN process, have been comparatively limited. Even when developing countries do participate in those meetings, the participation is often confined to Government representatives and not expanded to a wide array of stakeholders. Without doubt, most developing countries have been unaware of the process or ways to participate actively in it, thereby missing critical opportunities for bringing their views and needs to the global arena.

Bangladesh consultation will serve to assist in formulating opinions and positions on selected issues related to Internet governance from a Bangladesh perspective as part of the preparations for the fourth meeting of IGF, which is set to convene in Sharm el-Sheikh, Egypt, 15-18 November 2009. This meeting will occur just a few months after the expiration of ICANN’s Joint Project Agreement (JPA) with the Government of the United States of America. This represents the milestone at which Bangladesh, among other developing regions, will have continued opportunities to contribute to the newly emerging alternative schemes of Internet governance, thereby better serving strategic objectives of the Bangladesh information society.

This consultation will enable the working group with a general overview of the Internet governance debate prior to tackling specific priority issues of Internet governance or particular relevance to the South Asian region, namely: critical Internet resources, access and diversity.

Finally, the meeting will provide a set of recommendations for Bangladesh to launch key initiatives aimed at enhancing its position vis-à-vis the global community as far as Internet governance is concerned.

Objectives of Bangladesh Consultation on Internet Governance
The primary aims of this meeting include the following: 
a) providing a better understanding of common challenges and prospects of Internet governance from the perspective of Bangladesh; 
b) building capacity of Bangladesh aimed at responding to those challenges; 
c) enabling Bangladesh to seize opportunities, thereby bringing their views and needs to the global arena and, consequently, shaping an optimum global policy structure for Internet governance; and 
d) promoting the role of Bangladesh as effective player in the global Internet society.

2. INTERNET GOVERNANCE: AN OVERVIEW

2.1 EVOLUTION AND HISTORICAL BACKGROUND – FROM WSIS TO IGF

In response to the growing concert on ICT for poverty eradication and citizen life improvement, UN General Assembly resolution 56/183 dated January 2002 provided the framework for the UN World Summit on the Information Society (UN-WSIS) in order to discuss the issues at stake.
The WSIS 2003 summit (Geneva, 10-12 December) failed to reach an agreement on the future of Internet governance (IG) or even on its definition, and the United Nations Working Group on Internet Governance (WGIG) was formed to come up with ideas on how to progress. 

At the second phase of the summit in Tunis in 2005, the Tunis Agenda for the Information Society was adopted, which included a request to the United Nations Secretary-General to convene a new forum for multi-stakeholder policy dialogue on the future of Internet governance. In response, then Secretary-General, Kofi Annan, convened the Internet Governance Forum (IGF) as a five-year process, starting in 2006 and ending by 2010, aimed at facilitating and allowing for a wider global dialogue on Internet policy principles in an open and inclusive process. 
The mandate of IGF was set as a forum to discuss the main public policy issues related to Internet governance in order to foster Internet sustainability, robustness, security, stability and development.

2.2 THE IGF PROCESS AND ITS IMPORTANCE FOR DEVELOPING COUNTRIES

IGF provides an opportunity to share ideas, views and practical experiences. This forum is mainly a discussion forum and has no decision-making authority. Table 1 depicts the evolution of the main themes and issues discussed so far during the IGF process.

TABLE 1. EVOLUTION OF THE MAIN THEMES OF THE INTERNET GOVERNANCE FORUM

	Main themes discussed in the first

IGF meeting held in Athens,

2006
	Main themes discussed in the second

IGF meeting held in Rio de Janeiro,

2007
	Main themes discussed in the third IGF

meeting held in Hyderabad,

2008

	- Access

- Diversity

- Openness

- Security
	- Access

- Diversity

- Openness

- Security

- Critical Internet resources
	- Reaching the next billion

- Promoting cyber-security and trust

- Managing critical Internet resources


2.3 CLASSIFICATION OF INTERNET GOVERNANCE ISSUES

· The debate on the role of the Internet Corporation for Assigned Names and Numbers (ICANN) 
· A wider range of issues related to international coordination, sovereignty, intellectual property rights, stability, security and responsibility. ICANN promotes competition and develops policy on the Internet’s unique identifiers. 
· However, ICANN does not control content on the Internet. It cannot stop spam and it does not deal with access to the Internet. 
3. INSTITUTIONAL AND ORGANIZATIONAL DYNAMICS

3.1 EMERGENCE OF AN “AUTHORITY” FOR COORDINATION TRIGGERS THE DEBATE

Historically, owing to the fact that the United States of America launched and commercialized the Internet, it obtained a major supervisory role in specific areas relating to the coordination of the unique identifier system. There are a wide range of organizations involved in the Internet, in addition to the above mentioned wide range of issues. In 1998, after a series of consultations, the United States sought to establish ICANN. 
In September 2006, ICANN signed a new JPA with DOC for the purpose of joint development of mechanisms, methods and procedures necessary to effect the transition of the Internet domain name and addressing system to the private sector. This agreement expires on 30 September 2009 and is considered as a step towards full independence of ICANN over the Internet system of centrally coordinated identifiers through its multi-stakeholder consultative model.


Before its expiration, some stakeholders have suggested that the JPA should not be renewed in order to liberalize ICANN from United States Government intervention and permit full independence of ICANN, with more legal accountability to the global community. Others have suggested keeping the JPA in order to ensure the stability and security of the Internet, and perceive the current model as meeting the needs of all Internet users.

3.2 CURRENT ECOSYSTEM FOR INTERNET GOVERNANCE
1. Background on the Internet ecosystem
The Internet Assigned Numbers Authority (IANA) function was institutionalized in 1992 and was later integrated into ICANN when the latter was established in 1998. ICANN/IANA coordinates the policies of IP addresses with the Number Resource Organization (NRO), which comprise Regional Internet Registries (RIRs) that develop IP address policies within their respective regions. Organizations and groups mentioned above as well as many others, including those in Bangladesh, constitute the Internet ecosystem. This ecosystem is global in scope and is built around collaboration and cooperation among all parties involved. 

2. Stated information society interests of the United States
Basically, the core of the current governance system is exercised by ICANN, which coordinates on the global level, through a multi-stakeholder model accessible to the global community, the Internet’s unique identifier system, including DNS, namely generic Top Level Domains (gTLDs) and the country code Top Level Domains (ccTLDs). As discussed above, ICANN had an MOU and subsequently a JPA with the United States Department of Commerce. Hence, it may be useful to refer to the United States interests in this area. 

3. ICANN functions and structure

ICANN policy development process originates in the following supporting organizations: 
(a) Generic Names Supporting Organization (GNSO) 

(b) Address Supporting Organization (ASO)
(c) Number Resource Organization (NRO)
 (d) Country-code Names Supporting Organization (ccNSO) 

4. Role of business entities related to ICANN in Internet governance

Among the wide range of businesses that participate and are engaged with ICANN is one subgroup of the domain name industry, namely, the registries and registrars.
According to current ICANN policies, the registry is not entitled to offer the registration of domain names to the registrants directly; only ICANN Accredited Registrars are allowed to register domain names in the name and on behalf of their clients. 
Several Internet-based businesses in the United States are currently raising strong concerns about ICANN ending its agreement with the Government. They are claiming that the organization will be vulnerable to outside takeovers by other governments, and they are skeptical about the possibility of replacing the role of the United States Government with that of another Government.
5. Civil Society Declaration on WSIS regarding its role and its views about Internet governance

During pre-IGF state, civil society recommended the following:

· Awareness raising and capacity building (knowledge, training, skills sharing);

· Promote various public interest objectives;

· Facilitate network building;

· Mobilize citizens in democratic processes;

· Bring perspectives of marginalized groups including for example excluded communities and grassroots activists;

· Engage in policy processes;

· Bring expertise, skills, experience and knowledge in a range of ICT policy areas contributing to policy processes and policies that are more bottom-up, people-centered and inclusive;

· Research and development of technologies and standards;

· Development and dissemination of best practices;

· Helping to ensure that political and market forces are accountable to the needs of all members of society;

· Encourage social responsibility and good governance practice;

· Advocate for development of social projects and activities that are critical but may not be ‘fashionable’ or profitable;

· Contribute to shaping visions of human-centered information societies based on human rights, sustainable development, social justice and empowerment”.

6. Role of United Nations agencies and other international organizations in Internet governance

In cyberspace, many international organizations collaborate on public policy matters related to the information society, including 
· International Telecommunications Union (ITU), 
· United Nations Educational, Scientific and Cultural Organization (UNESCO)
· World Intellectual Property Organization (WIPO). 
· Organization for Economic Co-operation and Development (OECD) 
· Council of Europe and the Asia Pacific Economic Forum (APEF)
3.3 INITIAL CRITIQUE TO THE PREVAILING INTERNET GOVERNANCE ECOSYSTEM

Initially, there were two main approaches, namely: (a) an intergovernmental governance model, such as ITU, whereby governments take decisions while civil society, businesses and other stakeholders merely have a consulting function; and (b) a multi-stakeholder governance model, such as ICANN, which allows cooperation of the above different players based on what they can offer for a comprehensive solution.  Plenty of supporters exist debating in favor of both parties.
Another criticism to the prevailing Internet governance ecosystem is that it fails neither to cover all those areas nor to identify responsible entities for covering them. Two such areas are as follows: (a) content, given that there is no way to block inappropriate content; and (b) security for which there is no real consensus on cyber security aspects. 
3.4 THE RESPONSE OF ITU TO THE GLOBAL DEBATE AND THE IGF PROCESS

ITU has played a very active role in the Internet governance process. ITU was the leading United Nations organizing agency for WSIS. Moreover, the WSIS Outcome Documents further recognized the expertise of ITU in the field of Internet governance and public policy development process. 

Furthermore, ITU is playing an increasingly active role in the area of domain names and numbering in accordance with its mandate under several resolutions.
However, ITU does have some concerns with the discussions being carried out under the IGF process. During the ICANN annual meeting in Cairo, 6 November 2008, the Secretary-General of ITU, Hamadoun Toure, expressed serious concerns about the current IGF process, its drift in time and its avoidance to solve WSIS controversial issues, especially those related to the management of critical Internet resources, and its attempt to reopen issues that already had a governmental consensus during WSIS.
ITU convened the fourth World Telecommunication Policy Forum (WTPF) to review the new and emerging directions in telecommunications and ICT (Lisbon, 22-24 April 2009) to share the growth of mobile and internet penetrations.

3.5 THE RESPONSE OF ICANN TO THE GLOBAL DEBATE

ICANN has taken some very important steps to prepare a secure, stable and scalable foundation for the future. 

Moreover, ICANN is continuously seeking to improve accountability and transparency. Additionally, ICANN is working to improve institutional confidence in itself and to provide the community with all the information needed to engage in a broad public consultation over possible changes to the organization.
ICANN believes that the future of the Internet must rely on a proven model for consensus-based decision-making. ICANN considers that its multi-stakeholder model has stood the test of time, thereby showing that it is an effective model for bringing together the Internet’s many stakeholders to develop collaboratively policies for an evolving, yet stable and secure globally interoperable Internet.
3.6 ISSUES RELATED TO IANA: SPECIAL CONSIDERATIONS

1. The role of IANA

The functions of IANA are performed by ICANN. Its activities include, among others, the allocation of IP addresses for RIRs and the maintenance of the root zone, in addition to handling ccTLD contacts and assigning protocol parameters.
The main challenge relates to how IANA can be accountable to the global community. Other questions include the following: (a) can the neutrality and transparency of IANA be secured; and (b) can ICANN’s concepts of improving institutional confidence, accountability and transparency be equally applied on IANA, rather than limited to ICANN.

4. ISSUES RELATED TO CRITICAL INTERNET RESOURCES

Critical Internet resources (CIR) refer to resources without which the Internet could not function at all. Overseeing these resources on an equitable basis is important for Internet governance functions. Issues relating to the management of CIR include the following: (a) Administration of the root zone files and root server system; (b) Administration and allocation of DNS; (c) IP addresses; (d) Innovative and convergent technologies; (e) Technical standards. Given the global nature of CIR, they are truly global governance issues.

4.1 CRITICAL INTERNET RESOURCES AND THE INTERNET GOVERNANCE DEBATE

The debate about the governance of CIR is thorny and complicated, given the criticism of the current structure and ICANN’s role in relation to some issues falling under CIR, as one of several in the Internet’s ecosystem. Some critics have expressed a feeling of dissatisfaction and objection to the relationship between ICANN and the United States Government, particularly in the light of ICANN’s relationship with the United States DOC within the framework of their JPA, and have called for the non-renewal of that Agreement upon its expiration in September 2009.
Given that IANA performs a central role in the two main core activities relating to CIR, namely, the allocation of IP addresses to RIRs and the maintenance of the “dot” root zone, it exercises an implicit influence on the governance of CIR, with no direct legal relationship between IANA and its own stakeholders who want to participate in its direct oversight. 

4.2 SUMMARY OF THE DISCUSSIONS ON CRITICAL INTERNET RESOURCES DURING THE IGF MEETINGS

The first meeting of IGF in Athens, 2006, focused on discussing control over the Internet architecture and the numbering and naming system. Participants agreed on the need to develop globally applicable principles on public policy issues with respect to critical Internet resources.

The issue was addressed during discussions, including questions on how the dominance of the United States in the control of the DNS root could be overcome, and questions relating to the administrative management of the DNS and IP addresses. Discussions on CIR that emerged in Athens were considered an effective beginning that needed to be built upon in subsequent IGF meetings.

During the meeting of IGF in Rio de Janeiro, the main debate focused on defining the items of the CIR thematic axis and on whether its narrow or broad view should be adopted. The broad definition had been taken from the report by WGIG and contained issues related to infrastructure, technical standards, peering and interconnection, telecommunications infrastructure, innovative and convergent technologies, and multilingualism. The delegation from Brazil pushed to include such issues as interconnection costs, telecommunications infrastructure, root-servers administration, and names and numbers registry.

In the meeting of IGF in Hyderabad, the discussions related to CIR focused mainly on the transition from IPv4 to IPv6 and its impact on some of the current technical processes, taking into consideration that both IPv4 and IPv6 would coexist well in the future. 

4.3 SELECTED ISSUES RELATED TO CRITICAL INTERNET RESOURCES

1. Administration of the root zone files and root server system

There are 13 root servers for the Internet across the world, which are operated by 12 different organizations; these root servers are authoritative for queries to the global DNS root zone. NTIA within the United States DOC divides the responsibility for the creation, editing and distribution of the master root zone file between itself, ICANN (represented by IANA) and VeriSign. In order to facilitate the stability of the Internet, there are more than 176 mirror root servers across the world. However, all these roots are slaves to the master servers, where the master root zone file is administered. In fact, under the existing system described above (DOC-NTIA, ICANN-IANA and VeriSign), this administration essentially falls under the jurisdiction of only one Government, namely, the United States, given that DOC authorizes VeriSign to affect changes to this master root zone file. 

Besides operating one of the root servers, ICANN also coordinates the operation of the root name server system. 
2. Administration of the domain name system

Since the domain name system started in the early 1980s, IANA became specifically responsible for the allocation of globally unique names and numbers that are used in Internet protocols.

ICANN coordinates the management of the technical elements of DNS, including gTLDs and ccTLDs. This ensures universal resolvability so that all Internet users can find valid addresses, and maintains the domain names database.

The domain name technical system effectively meets most of the naming needs of the Internet and the applications that rely on it. However, the broadening and deepening penetration of the Internet and its applications into global communications, commerce and culture poses new challenges to the basic technology of DNS, namely: (a) improving the security of DNS; (b) linking the telephone and Internet naming systems; (c) internationalizing domain names; and (d) responding to domain name errors.

3. Ensuring stability and security of the Domain Name System

Domain Name System (DNS) in particular has become a target of disruptive attacks as well as means for enabling malicious activity. 
The two main challenges:
(a) There is a concern that the current governance based on the control of the master root zone file by a single Government authority correlates with possible vulnerabilities to the system, especially in the light of the recent declaration by the United States DOC regarding its intention to retain control over the IANA function;

(b) ccTLDs associated personnel need to formulate a clear vision regarding the best scenario for the root zone signing activities, while taking into account the impact or possible vulnerabilities of a single entity overseeing the root signing process, and must seek possible alternative processes that distribute authority for root zone key management (generation, signing). 

There is therefore a need for action:

(a) Forging a formal relationship with root server operators located in Bangladesh that operates under a contract with ICANN setting the rules of management for these servers;

(b) Encouraging ccTLDs operators in Bangladesh to deploy DNSSEC in their zones as a first step in the worldwide deployment of DNSSEC.

4. Internet Protocol addresses

 ICANN remains the ultimate authority of all internet protocol addresses.
Figure 1. Policy development process: Address Supporting Organization (ASO)
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Source: Number Resource Organization (NRO), “Global Structure”, which is available at: http://www.nro.net/about/structure.html#dev.

5. ISSUES RELATED TO ACCESS

Access, which can be defined as reaching content on the Internet, encompasses access to the Internet, information and resources. This involves a number of issues, including accessible content, technologies needed to ensure connectivity and added value for end users. Access plays a very important role with respect to Internet governance because of the emergence of the notion of “Internet for all”, which is set to redefine Internet governance rules in terms of accommodating the rights and sensitivities of the new entrants to the Internet.
Access comprises various facets, which be categorized as follows: 
(a) devices, including, for example, computers, laptops, and mobile and handheld devices; 
(b) connectivity, including, for example, local loop and international connectivity;

(c) user interface, including multilingualism; and 
(d) content, particularly in terms of adequacy, standards for representation, multilingualism and retrieval through search.

5.1 Devices and usability

Devices are the appliances that permit end users to access the Internet. 

Recommendations for developing countries  include the following:

(a) To build a national strategy that supports the use of personal computers and the development of an Internet devices industry;

(b) To facilitate the acquisition of access devices through feasible loans by stimulating the participation of the private sector;

(c) To urge the industry to produce reliable and easy-to-use ICT equipments at affordable prices, thereby encouraging their acquisition by the low-income population;

(d) To provide incentives for the wide use of ICTs in order to create a new generation of Internet users;

(e) To emphasize the role of governments in educating users on the proper use of the Internet;

(f) To stimulate the global community to standardize the new devices with such concepts as Internet-sharing devices;
(g) To encourage communities to demonstrate the significant market potential for Internet computers, thereby encouraging manufacturers and vendors to develop such a segment of the industry;

(h) To define the requirements of people with special needs regarding Internet access appliances that facilitate Internet access, thereby encouraging developers to respond to those needs.

5.2 Connectivity

Connectivity entails improving the telecommunications infrastructure and the core network to provide integrated services, and making available sufficient international bandwidth, which requires an enormous capital investment. Connectivity is therefore linked with policy, regulations and investment.

The deployment and upgrade of the telecommunications infrastructure is one of the main enablers of Internet access. Access technologies can be classified into copper, wireless and fiber technologies. Each has to be addressed separately.
5.3 User interfaces

End users need to have a familiar environment in order to use the Internet, without which the expansion of Internet access can be severely hampered.

It is important for the global and regional Internet community to aim at the following: 
(a) develop tools and software to help people with special needs and motivate them to use the Internet, thereby making it more relevant to all populations; 
(b) emphasize the importance of NGOs in identifying the needs of people with disabilities and in urging developers and manufacturers to work on developing suitable tools to help them; and 
(c) increase regional technical participation with regard to the standardization of tools related to the needs of the nation.

5.4 Content

Content issues encompass two main aspects, namely: content availability and content hosting.

(a) Content availability

(b) Content hosting

Bangladesh needs to take account of the following:

(a) Governments need to include content development in their national strategies and build useful local applications and online Government services in local languages, thereby building demand based on content;

(b) Regional and national stakeholders need to support the digital Bangladesh content industry; stimulate the development of a wide range of content, service and applications sources; and demonstrate the impact of such content on social-economic development.

5.5. The Role of Broadband in Internet Access
It has been demonstrated that countries with high broadband penetration rates enjoy high economic growth. The development of broadband access has several related issues, namely: technology, national policy, business model, applications and price.

From a technical point of view, technology based on copper is often limited and unreliable. On the other hand, fibre-based technology needs outdoor cabinets with special conditions. Consequently, some countries, particularly developing countries, have difficulties achieving these conditions in terms of climate, environment and electricity. Wireless broadband technology is set to play a leading role in rural areas where the cost of laying hundreds of kilometres of fibre to serve a few customers can be daunting. It allows a far more rapid rollout of midsize broadband speeds, which can be replaced by fibre when business cases for such deployments justify such replacement.

Price continues to affect demand, while the propagation of broadband will significantly decrease Internet cost, specifically “the cost of delay”.

6. ISSUES RELATED TO DIVERSITY

Diversity is the key for a global internet. 
(a) how to make content available in every language; 
(b) how to increase levels of access for all populations; and 
(c) how to generate presentation forms that are appropriate to each culture.

At the global level, UNESCO, joined by both ITU and ICANN, seeks to convene all major stakeholders across the world towards an agreement on universal standards regarding language issues in cyberspace. 
7. BANGLADESH SPECIFIC Recommendations BASED ON EARLIER CONSULTATIONS
The IG Working Group of Bangladesh, based on earlier consultations held in Bangladesh endorse the recommendations of APC, UNESCO, WGIG, IT for change- India and Amnesty International for their position of Internet Governance. Recommendations made explicitly for Bangladesh, includes:
1. Develop IGF centric policy, law, guideline and code of conduct by the Government Organization in Bangladesh, e.g. Bangladesh Telecommunications Company Ltd. (BTCL) and Bangladesh Telecommunication Regulatory Commission (BTRC) which are directly related with Internet Governance. 
2. Ensuring multi-stakeholder representation from Civil Society, academia, media and corporate sector in IGF streamlining through annual Bangladesh IG forums.

3. The stakeholders group those who are related with Internet service in Bangladesh, should urgently prepare an action plan for them to build up internet connect in rural areas.

4. The stakeholders group those who are related with WSIS process in Bangladesh should urgently prepare an action plan for them to implement and monitor the WSIS Action plan in Bangladesh every year.
PAGE  
2

