Recommendation to the GNSO Council Regarding Policy Work on Protection of IGO Names and Abbreviations in line with WIPO 2 

Background

The IPC Constituency Statement for the GNSO PDP on introduction of new gTLDs included comments on implementation of a specific part of the WIPO 2 Recommendations, notably protection of (International Government Organisation) IGO names and abbreviations.  This was in response to a request made to the IPC by Paul Twomey during the Cross-Constituency meeting in Vancouver to take a lead in finding suitable solutions to the issues raised in the WIPO 2 Recommendation.  For other parts of the WIPO 2 Recommendation, in particular the protection of country names, the IPC has not found sufficient legal basis in international law to justify implementation.  Thus, the scope of this recommendation is restricted to the protection of IGO names and abbreviations.  This restricted scope also reflects earlier discussions within ICANN, where the particular case of protection of IGO names and abbreviations was regarded as acceptable by most constituencies, in contrast to the protection of geopolitical names that proved to be a contentious issue from the outset.

The topic of IGO names and abbreviations protection was brought up at two consecutive GNSO Council meetings 29 March and 12 April 2006.  The Council suggested that the IPC elaborate on its findings and proposal for addressing the WIPO 2 Recommendation  for the Council’s consideration as a background for deciding whether to request an Issues Report in view of possible further policy development.  Concurrently, the Council expressed a wish to get further insights in the scale of the problem as well as well as the legal basis for addressing the issue. 

The IPC, through its then-representative Lucy Nichols, consulted with WIPO, with ICANN staff and with Philip Sheppard as a former member of the President’s Joint Working Group on WIPO 2.  The below considerations and recommendations are drafted based on these consultations and aimed at responding to the Council’s request. 

Legal basis for protection

There is a line of thought suggesting that the basis in international law for protection of IGO names and abbreviations within the DNS derives from the Paris Convention, in particular from Article 6 ter(1)(a) and (b) of this Convention.  WIPO has underlined that the Paris Convention has been ratified by a wide array of countries, giving it broad coverage.  According to Article 6ter, member states shall "refuse or invalidate" a national trademark registration and ... prohibit by appropriate measures the use of the name of an IGO "either as a trademark or as elements of trademarks without authorization by the competent authorities."  To the letter, this Article deals solely with the registration of IGO names and acronyms as trademarks, while not explicitly mentioning protection of IGO names and acronyms as domain names. 

The UN Legal Advisers have provided an explanation of the legal basis in a letter dated March 2005 to ICANN.  The Legal Advisers highlight that the trademark protection according to the Paris Convention has been extended to service marks through Article 16 of the Trademark Law Treaty.  Furthermore, both WIPO and the UN Legal Advisers highlight that the protection has also been transferred into the WTO rules, notably in Article 2 of TRIPS (Trade-Related Aspects of Intellectual Property Rights), meaning that every WTO Member is obliged to afford such protection. According to both sources, the above constitutes an international legal basis for affording protection of IGO names and abbreviations as domain names.

Legal considerations

The IGOs face two difficulties in using the existing trade mark UDRP.  Firstly, IGO names or abbreviations are generally not registered as trademarks since IGOs are not engaged in commercial activity. 

Secondly, submitting to the trade mark UDRP would also require IGOs to submit to the jurisdiction of a national Court thus waiving their immunity from national jurisdiction.  This would present important issues of sovereignty to the international treaty organisations.

Scale of the problem

There are currently 132 IGOs (including IGO programs, admissible as a consequence of a 1992 Paris Assembly declaration) that have notified their names and acronyms in line with Article 6ter of the Paris Convention.  According to WIPO, a majority of these entities have been affected by various forms of domain name abuse, ranging in gravity from cybersquatting to outright phishing schemes.  An example of the latter is that fake emails including the acronym of an IGO program invited third parties to an “international conference”, allegedly with expenses paid for by the IGO, but calling for “down payments” from the invitees in advance.  Since the organization in question could not use the UDRP and the senders of the fraudulent emails could not be located, it could only issue warning alerts on its web site.  Similar schemes involve fake job offers in UN organizations sent from official-looking email addresses and also requiring down payments from unsuspecting candidates.

The UN Legal Advisers, in the aforementioned letter, also states that “…abusive registrations of the names and acronyms of IGOs continues unabated. Such abuse is not only misleading Internet users.…but also poses a heavy burden on IGOs…- …not only IGOs in the UN system, but also OECD, NATO…..”  As an example, international relief organizations such as the International Red Cross and Red Crescent dealt with large numbers of abusive registrations after the December 2004 Southeast Asian tsunami disaster.  These registrations were used in millions of fraudulent e-mail messages to solicit donations from unsuspecting individuals.  In February 2006, one such spammer pled guilty before the U.S. District Court of Oregon to sending 800,000 fraudulent e-mail messages for tsunami relief. 

The need for a separate UDRP for IGOs

In a 2003 submission to ICANN, WIPO provided a draft model policy and rules for the protection of IGO names and abbreviations expressed as a modified UDRP procedure.  This procedure differed from the trade mark UDRP in that it added a unique type of appeals procedure.  Due to these differences and other considerations the IPC, as well as other constituencies willing to consider a DRP for IGO names and abbreviation protection, have expressed a strong preference for such protection to be handled as a separate dispute resolution procedure (DRP) rather than as a modification of the existing UDRP.  According to WIPO, it is crucial to obtain the protection and an appeals procedure commensurate with the particular status of the IGOs.  It is likely that such a separate procedure would be acceptable to WIPO.   

Recommendation

The GNSO Council should request an Issues Report from ICANN staff to further explore the issues involved in introducing a separate dispute resolution procedure (DRP) specifically for addressing disputes involving IGO names and abbreviations. Based on this Issues Report, the GNSO Council may then consider launching a PDP on the topic. 

